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Stringent new
compliance
obligations for
handlers of health
data in Abu Dhabi

Businesses in Abu Dhabi which handle patient
health data need to comply with a comprehensive
set of privacy, security and operational compliance
obligations under new regulations issued by the
Department of Health.

The Standard on Patient Healthcare Data Privacy (the Standard) is
effective from 16 September 2020 with no transitional or grace period.

The Standard represents the latest legislation in the UAE to recognise
the importance of data protection principles and good practice,
notwithstanding the current absence of a national data protection law.

The national approach to health data

The Standard builds on Federal Law No 2 of 2019 Concerning the Use

of Information and Communication Technology in the Field of Health
(the Law). The Law introduced a number of high-level obligations
relating to the protection, storage and use of patient data and devolved
responsibility for detailed implementing standards to the local health
authorities. The Standard reflects Abu Dhabi’s approach to application
of the Law. Given that a key objective of the Law 1s to create a unified
national approach to patient data throughout the UAE, we would expect
the authorities in the other Emirates to adopt a similar approach.
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Wide-reaching application

The Standard applies to:

» all businesses regulated by the Abu Dhabi Department
of Health

» healthcare professionals

» health insurance providers and insurers dealing with
personal health information

» brokers and third party administrators who deal with
personal health information for their clients

» service providers and vendors who deal with personal
health information for their clients

A wide range of businesses - some which might not ostensibly
be “healthcare” businesses - will therefore need to understand
their obligations under the Law and the Standard. Each of
those businesses will need to plan and implement a suitable
compliance programme.

Sanctions under the Law can include fines of up to AED 1,000,000
and temporary or permanent removal of access to the national
health data system (which would mean businesses may not be able
to carry on thelir usual activities).
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Compliance obligations

The obligations under the Standard represent an extensive approach to information governance that is broadly
In line with a compliance programme that might be implemented to comply with international best practice
data protection laws. The Standard also grants rights of data access and correction to patients.

The requirements include:

Maintaining documented data
protection policies and procedures
covering a range of subjects %

Maintaining a data and systems Maintaining configuration change
inventory control processes

Data classification and
record keeping

%

Assigning organisational roles
and responsibilities

Conducting risk assessments and
Implementing controls to manage
% identified risks %

Having a breach / incident response plan
and conducting incident evaluations

and deploying appropriate intrusion
monitoring systems %

Having a programme to train
staff on data protection issues

Review of third party vendor
compliance offerings

Implementing a process to monitor
business changes impacting data
protection, including legal change,

best practices, vendor management

and evolution in technology %

Implementing data protection
practices such as least privilege,
privacy by design and by default

Documenting and implementing
information security measures,
including applying appropriate
encryption and pseudonymisation
% standards

Complying with data subject
requests to access their data and

correct their data %

Ensuring third party agreements contain appropriate provisions, including
confidentiality obligations, security requirements, incident response,
restrictions on sub-contracting, audit rights, etc. %

Keeping patient data within the UAE
in the absence of express permission
granted by the health authority %

Implementing a process of audit and Documenting retention policies and
assessment disposal procedures and maintaining
% data destruction logs %
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Masha is a commercial
lawyer based in the Dubal
office with experience
advising on a range of
transactional and advisory
commercial and data
protection matters.

Masha advises on a range of
transactional and advisory commercial
and TMT matters, including general
commercial agreements, distribution
and franchising arrangements and
data privacy projects. Her clients
include both public and private sector
entities in the healthcare, automotive,
financial, education, media and
entertainment sectors, as well as some
of the world's biggest internet and
cloud computing companies.

What you need to do

The Standard requires businesses to engage various internal
stakeholders to create a compliant environment. Such stakeholders
should include legal, HR, customer service, information technology,
compliance and marketing. The challenge 1s similar to that posed by
laws such as the EU General Data Protection Regulation (GDPR) which
alm to create an organisational culture of accountability, awareness
and compliance.

Clyde & Co has significant experience advising businesses on data
protection compliance and worked with the DIFC Authorty to draft the
DIFC Data Protection Law 2020. We can assist organisations in:

» defining an approach to compliance
» developing policies and other relevant documentation
» supporting ongoing compliance queries, including patient requests

» Implementing and delivering compliance training programmes

Contact

Our specialist team provides leading insight on significant legal
developments pertaining to tech, e-commerce and innovation
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https://www.clydeco.com/en/people/w/dino-wilkinson
https://www.clydeco.com/en/people/g/ben-gibson
https://www.clydeco.com/en/people/o/masha-ooijevaar

	Page 1

	NEXT Button: 
	Button - Masha profile: 
	Button - Ben profile: 
	Button - Dino profile: 
	Clydeco: 
	com 1: 

	Bio - Dino 1: 
	Bio - Ben 1: 
	Bio - Masha 1: 
	Button - Dino: 
	Button - Ben: 
	Button - Masha: 
	Comp 18: 
	Comp 19: 
	Comp 20: 
	BACK Button 1: 
	Comp - 1 Bullet 1: 
	Comp 21: 
	Comp 22: 
	Comp 23: 
	Comp 24: 
	Comp 25: 
	Comp 26: 
	Comp 27: 
	Comp 28: 
	Comp 29: 
	Comp 30: 
	Comp 31: 
	Comp 32: 
	Comp 33: 
	Comp 34: 
	Comp 4 - Bullet 1: 
	Comp 7 - Bullet 1: 
	Comp 10 - Bullet 1: 
	Comp 15 - Bullet 1: 
	Comp 13 - Bullet 1: 
	Comp 14 - Bullet 1: 
	Comp 2 - Bullet 1: 
	Comp 5 - Bullet 1: 
	Comp 8 - Bullet 1: 
	Comp 11 - Bullet 1: 
	Comp 16 - Bullet 1: 
	Comp 3 - Bullet 1: 
	Comp 6 - Bullet 1: 
	Comp 9 - Bullet 1: 
	Comp 12 - Bullet 1: 
	Comp 17 - Bullet 1: 


